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Policy Statement

The Trust has a legal obligation to ensure that staff manage data in accordance with the Data Protection Act (1998).  This policy provides a definition of what constitutes data, and how staff should manage and process it in line with the principles of the Act. 
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Introduction

Staff working for the Trust will come into contact with a wide variety of data in the course of their work, and will have a responsibility under the Data Protection Act (1998) for handling of this information.  The Data Protection Act sets out a framework of rights and duties in relation to safeguarding personal data.  ‘Rights’ would refer to the expectations of an individual regarding how their personal information should be used, stored and disposed of by another individual or organisation in order to respect their privacy.  ‘Duties’ refers to the obligations of individuals and organisations to handle data in a way that protects people’s rights.  The Trust could incur heavy fines for breaches of the Act, as well as damage to the organisation’s reputation, and damage to the confidence of people supported by the Trust, staff and any other individuals who come into contact with the Trust if their personal data is not been managed appropriately.  It is vital therefore that staff are aware of how they should process and manage data in order to comply with the Act.  
The new General Data Protection Regulations (GDPR) come into force on 25th May 2018. The Regulations do not replace the Data Protection Act, but follow and enhance the same principles of the Act.  The Regulations do however introduce new rights for people in terms of how they can control how their personal data is processed.  The Regulations were designed to harmonise data privacy laws across Europe and protect people’s rights to data privacy and reshape the way that organisations approach data privacy, particularly in view of how much data is now shared and stored digitally.  Although the Regulations are EU law, they will remain in place when the UK leaves the European Union. There will be heavy fines for serious non-compliance of up to 4% of annual turnover, with a tiered approach to fines.  For example a company can be fined 2% for not having their records in order, not notifying the supervising authority and data subject of a breach, or not conducting an impact assessment.  This policy will refer to the GDPR rather than the Data Protection Act in view of these changes to data compliance in the UK. The Trust will need to ensure that it maintains the following in order to remain compliant with the Regulations
· An impact assessment for any data that the Trust does process

· A legal basis for processing data as defined by the Regulations

· Legal methods for processing data, within the definitions of the Regulations 
· A breach register and appropriate processes for notification of a data breach
· Processes to meet the rights of data subjects, including subject access requests, as appropriate
· Processes in place to demonstrate compliance with the Regulations.
This policy will outline the processes that the Trust has in place to comply with the Regulations, the specific rights that people have in relation to how their personal data is processed, and the procedures that staff will need to follow.

What is ‘data’, and what kind of data does the GDPR apply to?

The Regulations apply to any information about ‘an identifiable living individual’, and apply to how this information is handled.  If information is used, disclosed, retained or destroyed by another person or organisation, then the GDPR will apply to these processes.  The Trust handles and processes personal data, and so is registered as a ‘Data Controller’ with the Information Commissioners Office (ICO).  The ICO are an independent authority who advise organisations and individuals, and recommend best practice, in maintaining privacy in relation to management of personal data.  They are also the regulatory and enforcing body for the Act (and for the Regulations).  The ICO will investigate breaches of the Regulations and will impose prosecutions and penalties.  The ICO hold a public register so that individuals can establish who might be processing information about them, and how they are doing this.  
What exactly would be defined as ‘data’?
The ICO give a definition of data as information held on computers and mobile devices such as mobile phones and tablets, laptops, and memory sticks or similar mobile storage devices, on CCTV, films and photographs, on the internet, in on a paper filing system – for example personnel records, or in ‘accessible records’ – for example medical records or educational records, or ‘public records’ for example information held on a public census or electoral roll.  
What is ‘personal data’?

Personal data means any data through which an individual’s identity could be established.  Significantly, this also refers to data that could identify an individual if it was possible to cross reference it with another piece of data or information, for example if several different items of data (or any kind of information) were accessed and pieced together to provide information on a person’s name, age, and location.  It also refers to a person’s image in photographs and other images (for example CCTV images).  Personal data is also defined as information which includes any opinions about that person, or any intentions in relation to that person expressed by the organisation or any other person.  To give an example of this, this could be a support plan with someone’s name on it, an interview assessment about a potential employee, a performance review which includes the opinion of the manager about the employee or a training action plan, or the use of ‘profiling’ about a person such as a psychometric test for employment.
What is ‘sensitive data’?

Sensitive personal data is personal data which could be used to discriminate against or make value judgements about that person, or would be considered by the person to be private, for example information which indicates any of the following:
· The person’s racial or ethnic origin
· The person’s age
· The person’s religious beliefs or other beliefs or values

· A person’s political opinions

· If the person is a member of a trade union

· The person’s physical or mental health

· The person’s sex life

· Details of any offenses committed by or alleged to have been committed by the person, including court proceedings. 

How do I need to manage data, and why do I need to do this?

Simply put, the GDPR applies to any personal data which is recorded, held in a record, used or disclosed, or destroyed, and all Trust staff will be regularly involved in working with personal data. Within the day to day activity of the Trust this would apply to the following, just a give a few examples:

· Application forms or transition information recorded about a person who is interested in joining the Trust

· Support documents about a person uses Trust services

· Contact details of relatives or carers, staff members, Trust and Board members
· Pictures or other images of people supported by the Trust

· Staff details including payroll details, application forms and pre-employment profiling such as shortlisting profiling and interview documentation, appraisals and supervision notes

· Biometric data, for example data held by finger print scanning entry systems
· Images on CCTV security systems
· Details of people who contact the Trust held on mailing lists or other databases, for example fundraising contacts lists. 
· Emails which contain personal data.
As mentioned in the introduction, the Trust is legally obliged to comply with the GDPR, and staff therefore need to be aware of how this will apply to them as they go about their day to day work, particularly as staff supporting people will be producing and coming into contact with a great deal of personal information.  Aside from obligations under the Act, the Trust and Trust staff have a duty of care towards the people we support, their families and carers, our colleagues, Trust members and members of the public who contact the Trust to protect their confidentiality, dignity, their right to a private life, and their right not to be discriminated against.  People who use Trust services or access services are often very vulnerable, and Trust staff have a duty of care to protect them from abuse that might arise from disclosure of their personal information to unauthorised persons (for more information on this please see the Confidentiality and Safeguarding Vulnerable Adults policies). 
Lawful basis for processing data.
Staff working for the Trust need to make sure that they are handling personal data fairly and lawfully.  There must be a ‘lawful basis’ for collecting and using data, and also for keeping it.  This would include:
· Where someone has given their consent for their data to be used

· Processing (collecting, using and storing) that data is necessary for the performance of a contract with the person or to enter into a contract with the person.  An example would be an employment contract, or a contract for someone’s support service

· Processing is necessary for compliance with a legal obligation.  For example, legally the Trust has to have insurance, and as part of the terms and conditions of the insurance policy the Trust needs to keep training and other employment records which would include staff details

· Processing is necessary to protect the interests of the person, including where that person is physically or legally able to give consent. 

· Processing is necessary for the purposes of occupational medicine, for assessing the working capacity of the employee, medical diagnosis, the provision of health or social care, or the treatment or management of health or social care systems and services. 

· Processing is necessary for carrying out obligations under employment, social security or social protection law.

· Processing is necessary for the purposes of legitimate interests of the data controller, except where such interests are overridden by the interests, rights and freedoms of the person.
Data about any person coming into contact with the Trust must be kept securely, it must be accurately (for example if someone’s details change or another piece of information about them changes, then our own records must be updated as soon as possible), and the reasons for gathering and keeping that data must be kept clear, and if these reasons change then the person must be informed and the use of data must remain lawful.  We need to keep a record of the data that we keep about any person who comes into contact with the Trust so that, if we were asked, we could tell the person or anyone else who had a legitimate reason to ask (such as the ICO) what data we have, what we do with it, how we keep it, and for how long. 
Processing data securely

Storing Data in Paper Records
Any personal data held as a paper record should be stored in a lockable cabinet or locked office (only if access is limited to staff only) and access controlled by the person who has the delegated responsibility for those records. For example, the main responsibility for support records held at an establishment will be the establishment manager.   Records held at head office are the responsibility of the staff member whose job it is to maintain these records – for example payroll records are the responsibility of the finance manager with delegated responsibility also to the finance administrators.  
Keeping material at workstations/on desks

Personal data must not be left lying around on desks unattended in a way that it could be easily seen by someone.  If paperwork needs to be kept at a workstation if a staff member is currently working on it, then it must be at least turned over so that no-one could see it if it was left unattended, or put out of sight in a drawer if at all possible.  Similarly, staff must ensure that PC or laptop screens cannot be easily viewed by someone coming to their desk if at all possible, and certainly log out of their screen when they are going to leave the device unattended. 
Archiving

A lot of data which needs to be kept for a certain amount of time by the Trust, for example legal, medical and financial records, is currently sent to an offsite archiving facility.  The Trust still has the responsibility for this data, and therefore has ensured that the facility is compliant with necessary security standards, such as ISO27001.

Storing Data on Trust Computers and Electronic Devices, and cybersecurity. 
It is not a requirement of the Act that data stored on computers should be encrypted, however it is necessary to have appropriate security measures in place to safeguard against unauthorised access or disclosure.  For example, all computers and laptops must have suitable security software in place to avoid virus infections or ‘phishing’ which could compromise personal data (see next section for more information), and old computers which are going to be discarded must have any data removed from them.  It would not be necessary to encrypt all files on computers that stay on the premises, as long as there are appropriate processes in place to restrict access to any personal data so that the privacy of the individual involved would not be compromised.  For example, making sure that passwords are kept secure, and are changed if there are any concerns that they would be available to anyone who should not have access to personal data held on that computer.  There will be certain computers that will need to be accessed by several members of staff.  Even with different ‘log-ins’ there would be a chance of staff member’s individual accounts being accessed by mistake if the staff member does not log out after use.  Any sensitive documents should be individually password protected or encrypted to reduce the risk of inadvertent disclosure.  The same would apply to memory sticks and laptops – wherever possible, storing personal data on laptops or mobile storage devices must be avoided unless absolutely essential, particularly as laptops and memory sticks are at greater risk of being lost or stolen. There will be circumstances where it would be necessary to store data on these kind of mobile devices, for example review presentations held at various Trust venues, in which case suitable risk reduction measures must be put in place to avoid accidental disclosure or unauthorised access (which will be discussed in more detail in the next section), for example security protecting devices or encrypting sensitive documents individually. 
Protecting against breaches in cyber-security. 

Cyber-attack on individuals and organisations is both increasingly common and sophisticated.   The Trust has engaged an IT provider, Impreza IT, to continually monitor operating systems in use to ensure that they are secure and automatically updated in order to be as resilient to cyber-attack as possible.   The Trust website is also monitored, and action taken to maintain security, by our domain host.  All PCs and laptops must have the Trust antivirus software installed by Impreza before it is used by staff.  It is however possible for ‘phishing’ software to be attached to emails from other parties, or on websites, that is able to bypass security systems.  This software can be used by criminals to steal personal data for fraud or, in the case of ‘ransomware’, encrypt files on a device and demand money for them to be unencrypted.  Staff must be especially vigilant around the emails that they receive and open, or websites that they look at, particularly if there is any doubt about the source of the email or the nature of an attachment or ‘pop up’.  For example if the email address or website pop up is in an unusual format, the spelling or grammar is poor, or the images or logos used are of poor image quality.  If in doubt, do not open the attachment or click on any links in the email or website, and delete the email or close down the website. If you think you may have opened something which could be a threat, then contact Impreza for advice as soon as possible.  You should also immediately run a scan through the antivirus software if you are at all concerned (click on the little up-pointed arrow in the bottom right hand corner of your screen and right click on the little green circle containing the letter W, which will take you to the option of running a scan.  If you click on this option, then the scan will start, as shown in the screen shots taken below), and you should also change passwords to your device as a way to reduce risk of you are concerned about an email or site you have accessed. 
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Using CCTV 

CCTV is mostly used by the Trust for the purpose of ensuring the security of buildings and of people and staff using them, for example as part of an entry system or in the grounds of the building as a crime prevention measure.   There are important considerations for the legal processing of people’s personal data in relation to their images captured on CCTV which are outlined in this section.
The ICO has a code of practice for organisations who use CCTV images as part of their business activities, to help organisations comply with the principles of the Data Protection Act, and now the GDPR.  The code of practice outlines that organisations use a ‘privacy impact assessment’ when considering the use of CCTV, or as part of a regular review of CCTV that is already in place.  The code includes that organisations must base their decisions around using CCTV on proportionality and necessity:

· What is the nature of the problem which is needing to be addressed?

· Is CCTV use a justified and effective solution?

· What are the alternatives?

· What effect might the use of CCTV have on individuals?

· Considering all the above, is the use of CCTV appropriate and proportionate.

If CCTV is used, then the ICO outline that the impact and risk assessment must also include who would have the responsibility for handling the information, who would be able to access the information, how it would be stored, when it would be deleted, and the process for informing people about images stored about them on CCTV.  This would include a consideration for letting any members of the public know about CCTV in an establishment that might be recording their images, for example signage in a reception area.

There might be occasions when CCTV would need to be considered for use in communal areas of Trust buildings due to people’s support needs and/or to maintain their health and wellbeing.  When used in a proportionate and appropriate way, CCTV can address someone’s needs very effectively when they are less able to tolerate more intrusive supervision or proximity of staff.  Indeed for a person with autism, in light of individual difficulties with social interaction and sensory sensitivity, the use of CCTV in their environment as part of their support can increase their independence and enhance their safety, wellbeing, and their privacy and dignity.  However the correct processes must to be followed to ensure that CCTV is only considered and employed in a way that upholds someone’s rights in relation to the Mental Capacity Act, the Deprivation of Liberty Safeguards, and the Human Rights Act.   Staff must follow the guidance from the ICO, and also from the Care Quality Commission with regards to the use of CCTV monitoring in care settings. This guidance can be found on the ICO and CQC websites respectively, and is updated regularly. The CQC guidance includes that ‘any use of surveillance in care services must be lawful, fair and proportionate – and used for purposes that support the delivery of safe, effective, compassionate and high-quality care….We recognise that providers may find significant benefits in using surveillance and our inspectors will consider this in our assessment of the service. In some cases, covert surveillance (such as hidden cameras or audio recording equipment) or overt surveillance (such as visible CCTV cameras) may be the best or only way to ensure safety or quality of care. However, there are other, less intrusive steps a provider can take to ensure that care is high quality and safe. These include: 

• Always having enough capable and confident staff on duty with the right mix of skills. 

• Encouraging an open culture, where both staff and people who use services are able to raise any concerns, and ensuring that those concerns are addressed. 

• Ensuring supervision and appraisal are used to develop and motivate staff and, where required, review their practice or behaviour. We would be concerned by an over-reliance on surveillance to deliver key elements of care, and it can never be a substitute for trained and well supported staff’
If it was considered that CCTV monitoring was needed in an establishment, the following steps would be taken to ensure that CCTV was used legally and proportionately.
· Impact and risk assessment:  This would include the purpose (as outlined in the section above) and legal basis for considering CCTV, any alternatives that would achieve the same aim, the possible impact on people (both positive and negative) in terms of protection of their human rights (including but not limited to the right to protection from degrading or inhuman treatment, the right to liberty and security, the right to respect for private and family life) and ways of avoiding or reducing any negative impact, and enhancing the positive impact of CCTV use on people’s rights. In view of people’s rights and following the guidance from both the ICO and CQC, the risk reduction measures would include clear processes for

· Specifying the purpose for using CCTV precisely, and that it cannot be used for another purpose unless this was deemed appropriate after best interests discussions and an impact/risk assessment. 
· Restricting who could access and view images
· Suitable restrictions on where cameras would be sited, and where monitors would be sited to protect people’s privacy.

· Restrictions on how images would be stored and for how long
· Appropriate security measures such as password protection for access to the recording unit, and who should have access to that password. 

· Training – staff who have permission to access to the equipment will need to be ‘trained’ in its use.  This does not necessarily mean formal training.  Depending on the type and complexity of the equipment it could be as simple as reading through the instruction manual and being able to understand how to retrieve images and change the password for example.  There is more information about the requirements of training and competence in the context of the Management of Health and Safety at Work Regulations in the Trust Health and Safety Policy.  It would not be expected that staff would be involved in the maintenance of equipment and indeed this would not be appropriate as it would be outside the scope of their skills and knowledge. The manufacturer would be contacted for any necessary repair, replacement or maintenance of the equipment.
· Consultation: In many circumstances the use of CCTV could be considered to be intrusive to people’s privacy (to differing levels depending on the context in which it is being used. For example external CCTV cameras pointing at a car park would have much less of a potential impact on people’s privacy than cameras in communal areas of a person’s day service or home) and so wherever possible, people, families and carers, staff, and other relevant interested parties such as social care and medical professionals, will be consulted so that any privacy concerns can be discussed and addressed (please see CQC guidance for more detail).
· Best interests assessment:  Every effort would be made to maximise a person’s individual ability to understand and be consulted and express their views about the use of CCTV in areas of their home or day service (please refer to Mental Capacity Policy). If it was established that a person did not have the mental capacity to be able to be consulted in the use of CCTV in areas of their home or service, then an appropriate best interests assessment would be held in accordance with the Mental Capacity Act to ensure that the least restrictive options are considered and the use of CCTV would be in that person’s best interests.  The impact and risk assessment would be referred to as part of that process.  

· Court of Protection: There will be circumstances where explicit consent from the person would be required for use of CCTV.  This would include surveillance that would be particularly intrusive for a person, such as in their bedroom, areas where they will be receiving intimate care, or areas where they might be observing their religion such as a prayer room.  If it is established that the person does not have the capacity to consent to intrusive surveillance then a best interests process would not be enough to establish legal consent.  It would only be lawful to seek consent from someone else, such as a relative, if the relative/representative had lasting power of attorney for health and welfare.  In these kind of circumstances, it may be necessary to seek permission for intrusive surveillance from the Court of Protection.  Advice must be sought from the Court of Protection if there is any doubt. 
· Review: The impact/risk assessment and best interest assessment would clarify the timescale for regular review of the use of CCTV to

· Ensure that it is still necessary and proportionate and was being used for its original purpose 
· Establish whether it remained the most effective and least restrictive method of maintaining the safety and wellbeing of individuals
· Establish whether the situation has changed regarding people who were deemed to have or not to have mental capacity at the time of consultation, and whether another consultation process is necessary.
Trust website and personal information

The Trust on occasion may consider it beneficial to publish news stories that may contain the personal information of service users, staff, carers, relatives, Trust board members, or other individuals affiliated to the Trust. This may include such personal information as names or photographs for example, and may appear in public forums such as KATCHAT (the Kent Autistic Trust printed newsletter), the Kent Autistic Trust website, or social media channels managed by the Trust.  In such cases, no personal information will be published without prior documented consent from the individual(s), and only the most basic and relevant personal information will be used to ensure the Trust complies with Data Protection obligations.  A news story must be checked by a Regional Manager before it is approved for publication, and advice sought by the Business Development Manager if necessary.  If a news story on a public forum is going to include personal information about a person who uses Trust services, the person must have the capacity to give their consent for the information to be used, and this must include that they understand that the use of their information in connection with the Trust may well identify them as having autism, which is sensitive personal information about them.  We must also provide appropriate detail about how their information is going to be used in order for the person to be able to give informed consent.  Ensuring that someone supported by the Trust is able to give informed consent to their information being used in public forums available on the internet is made more complex by the fact that once it is published it will be available worldwide and we will have little control over who can access it and for how long.  We must be able to inform the person about the implications of their personal information being in a public forum, particularly when can be accessed and used by anyone around the world.  In the same way, we would need to be able to explain the possible implications of a person’s details appearing in a public forum which is associated with autism as it will identify this detail about them.  If in any doubt a Regional Manager or the Business Development Manager should be consulted for guidance. 
Transporting or sending Data 

By email

 We must make sure that any information that needs to be sent by email about people we support, their relatives, or staff, is done so in a secure way.  We already only use initials for people and relatives when we communicate about them in writing to any third parties, this is good practice as it is the simplest and lowest risk way of protecting people’s privacy.  If the recipient has any questions about the identity of the person then it is far better that they call the sender to ask rather than risk breaching the privacy of that person if the email goes to the wrong address.  
However, there may be situations when this is not possible, or even when only using initials there is very sensitive information in a document.   If you need to send sensitive information about someone to a care manager parent, health professional or other third party, or if you need to send HR information or other personal information internally about people we support, relatives, or staff, the best and easiest way to do this would be to send it in a password protected Word document and email the password separately or ask the third party to call you.  It is still best to only use initials for personal information wherever possible, as there is always a risk that password encryption can either give the sender of information a false sense of security and then people forget to encrypt documents, or the process fails in some other way.  The Trust has experienced this when third parties have sent us information using encryption software recently, this hasn’t worked properly, and because the matter is urgent the third party has then sent the document as a normal attachment anyway.  
The process for password protecting a Word document is as follows:  Open the document that you want to send, or type information into a new Word document.  Click on the ‘file’ tab
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This opens up an ‘info’ window.  Click on ‘Protect document’
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It will come up with a menu of options.  Click on ‘Encrypt with password’.
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You will then be prompted to enter a password (It will need to be secure, so nothing obvious, but you will need to remember it if you or other Trust staff want to open the document again so I would recommend using a logical formula for your establishment passwords that can’t be identified from the title of the document or from the email). Click ok
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You will be prompted to enter the password again, and then click ok. 
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If it is a blank word document you can then save it as you wish and then close it, if it is an existing document that you have opened from file then all you need to do is close it.  

You can then attach the document to an email and send it.  When the recipient goes to open the attachment they will be asked to enter a password.  You can provide the password either over the phone, or in a separate email.  

By Car

If any personal data is to be transported by car, then the staff member handling it should ensure that it is kept with them at all times and not left in an unattended vehicle where it could be at risk of theft.  This includes personal data held in paper records and on electronic devices such as laptops, tablets and mobile phones.  Any personal data taken off premises should be transported such a way that information about that person is not on display.  If paper support documents and records about a person supported by the Trust are removed temporarily from an establishment for use elsewhere, for example for medical appointments or reviews, then the records should be signed in and out of the establishment.  Transporting personal data by public transport should be avoided – if this cannot be avoided then it should be subject to a risk assessment and authorised by the Regional Manager or Business Development Manager/Head of Care.
On Trust Minibuses, People Carriers or Motability Vehicles, and out in the community

Emergency details (name, emergency contact details for staff, date of birth, photograph for identification and current medication list) and seizure protocols are routinely kept with staff whilst travelling on Trust vehicles or Motability Vehicles, and when staff are supporting people in the community.  These are for staff to access in an emergency or, if there were to be a serious road traffic accident and staff were to be incapacitated, this information would be vital for members of the emergency services to be able to continue to support the vulnerable individuals who would be on the vehicle at the time.   It is essential for staff or emergency personnel to be able to access this information readily. 

The documents will contain a great deal of sensitive personal information, and so personal information must never be left unattended whilst the vehicle is parked during an activity, or at the establishment overnight.  There is also a risk of information being accidentally misplaced whilst on an activity (particularly whilst a staff member was providing more urgent support to an individual), or of the information being left behind at the establishment, again particularly if staff were busy supporting people.  Staff must therefore keep the information in the person’s bag which is kept with their staff member at all times and contains other supplies that the person might need when they are out in the community, and then returned to the establishment where they have their service. 

Laptops, Memory Sticks and Other Mobile Storage Devices

Personal data must not be carried on memory sticks.   If there is no other option but to do this, then suitable risk reduction measures must be put in place to avoid accidental disclosure or unauthorised access; memory sticks must be encrypted, or if this is not possible then individual documents must be password protected and personal information anonymised, for example by using the person’s initials only.  Similarly, personal data and emails could easily be accessed through manager’s ‘smart phones’ and so managers  must make sure that their smartphones  are PIN number protected, and also that they have appropriate security features (for example security Apps such as CM security) which protect data held on the phone from unauthorised access.  The Trust IT support service can provide further advice.  For laptops there are various free encrypting software packages available which can be downloaded and used for Microsoft and Mac, for example ‘SafeHouse’ or TrueCrypt’, and again the Trust IT support service would be able to advise if necessary.  

Laptops must have the Trust antivirus software installed onto it by the Trust’s IT provider, Impreza IT, before being used to store or access any personal data (please see the section on cybersecurity for more information).
Laptops or storage devices must be kept with the staff member at all times and never left unattended where they could be stolen or accessed.  Any personal data must not be kept on Trust laptops and storage devices kept in a staff member’s own home unless appropriate security measures have been put in place.  There have been situations where organisations have been fined by the ICO when staff member’s homes have been broken into and electronic devices containing personal data have been stolen.  If keeping personal data in this way cannot be avoided, then laptops and storage devices must be password protected to encrypt them, and locked away and the means of access made suitably secure.  Trust staff must never use their own devices to store personal data about anyone coming into contact with the Trust.   If in doubt, staff should discuss the matter with the Regional Manager or Business Development Manager. 
By post

Personal data is often sent by post, and this is frequently unavoidable – for example a name and address is personal information.  It would be acceptable in the majority of circumstances to send a variety of personal information by post, as long as it would not cause distress or harm to the individual if the material was lost or got into the wrong hands.  For example, St Georges NHS Trust in London was fined in 2013 £60,000 for sending medical information about someone to the wrong address.  Telford Council was fined £90,000 in July 2012 when a social worker sent an assessment report to a person’s sister rather than to the person’s mother. Depending on the circumstances, it would often be necessary to gain the consent of the individual whose personal data is being sent by post, for example asking for an employee’s consent before writing a letter to their GP or another health professional.
Where possible, sending sensitive personal data by post should be avoided and it would be best practice to hand deliver or arrange collection in person, with a record kept of the delivery.  Where this is not possible:

· Data should be sent in secure packaging to reduce the risk of damage 
· A check should be made that the information is being sent to the right address and to the right person

· It should be send by recorded delivery with an additional arrangement to check that it has reached the destination.  
It might be necessary with very sensitive information to conduct a risk assessment and discuss the matter with the Business Development Manager.  

Disposing of Data
The Data Protection Act states that personal data that has to be kept should only be an amount that is ‘adequate, relevant and not excessive in the relation to the purpose for which it is being processed’, and ‘not for longer than is necessary’. The ICO recognise that the Act does not really provide a strict definition of what this means, and explain that it would depend on the context in which the information is being kept, and that this would differ from individual to individual.  This is particularly relevant to the support we provide to people with very complex needs, as their support documentation might need to be referred to at any stage of their lives in order to provide continuity and keep them safe.    

It is often necessary to keep personal data for a certain amount of time, and this usually depends on current legislation, guidelines, and agreed industry standards, for example legislation relating to certain finance records.  Such data should be kept securely in a suitable archive facility (see section on archiving) and arrangements made for secure disposal as soon as it is no longer needed.  It would be reasonable to keep personal data if it might be needed to defend a legal claim, but only for the period within which a claim could be made, for example medical negligence or personal injury (which includes stress at work) claims need to be brought within 3 years of the person having knowledge of the ‘injury’.  Claims in relation to assault need to be brought within 6 years of the event.   The table below summarises the relevant sections of the NHS code of practice for records management in Health and Social Care.   

	Records management: Code of Practice  for Health and Social Care 
https://digital.nhs.uk/media/.../Records.../Records-management-COP-HSC-2016. 

	Record
	Retention Period

	Care records
	20 years after the person leaves the service, or 8 years after the person’s death.

	Referrals or applications to the Trust that were not accepted
	2 years

	Risk assessments
	Retain the latest risk assessment until a new one replaces it

	Accident/near miss forms
	10 years

	Minutes and agendas for Board, committee and subcommittee meetings
	30 years

	Minutes and agendas for other meetings (for example staff/house meetings, copy of sections in relation to people supported by the Trust to be retained in the person’s record)
	2 years

	Operational policies and procedures
	Life of the organisation plus 6 years

	Business plans
	20 years

	Office diaries
	1 year

	Establishment diaries/communication books/handovers
	2 years

	Audit records
	5 years

	Inspection reports/surveys of equipment (such as boilers etc.) 
	the lifetime of the equipment and then 11 years after the equipment is no longer in use.

	Electrical safety records
	3 years

	Fire safety records
	3 years

	Water safety records
	3 years

	Purchasing and maintenance records for equipment
	11 years

	CCTV recording
	31 days

	Serious incident records (health and safety incident, serious accident, crime, local disaster etc.)
	30 years

	Staff employment records (leavers)
	6 years from last date of entry, and then these must go into a summary for retention until the staff reaches their 75th birthday

	Timesheets
	2 years

	Duty rosters
	6 years after the year to which they relate

	Training records
	10 years after the staff member leaves for mandatory training, 6 years for non-mandatory training.

	Employment application forms
	Successful applicants 3 years

Unsuccessful applicants 1 year

	Job descriptions
	3 years (after being superseded by another version of  the JD or the position no longer existing)

	Records of Industrial Tribunals
	10 years

	Personnel occupational health surveillance records
	40 years

	Annual accounts
	30 years

	Finance records (tax and VAT, PAYE, payroll, invoices, donations, expenses, receipts etc.)
	6 years

	Building/engineering work including planning applications
	30 years

	Minor building works
	6 years after completion of the work

	Property leases
	12 years after the lease ends

	Mortgage documents
	6 years after repayment. 

	Subject access requests
	3 years

	Litigation and employment tribunal records
	10 years.

	Complaints
	10 years after conclusion.


Criminal investigations can and will be conducted into retrospective allegations, and there have been several incidences in social care and other care settings where there have been investigations about the care of vulnerable people several decades after an event has allegedly happened.  Because of this there would be a case for the retention of support documentation for the duration of that person’s life, even if they are no longer supported by KAT.  It would however be considered excessive to keep multiple copies of the same documentation about a person (people we support and staff members), and so establishments should communicate with Head Office staff when they are sending over material for archiving, as it might be necessary to shred any additional copies which are also held Head Office.  

Data should not be kept ‘just in case’, and data must be kept for the shortest amount of time possible and be disposed of it appropriately after this.  Personal data held on paper records must be disposed of safely, and electronic data deleted, as soon as it is no longer required.  Personal data held on paper records must always be shredded before disposal, so that the content cannot be identified.  For large amounts of shredding, it might be necessary to commission a secure shredding service.  Commercial waste carriers can provide this service for example, and will provide waste transfer notes as evidence that the data has been disposed of appropriately.  
The right to be informed - privacy statements
If any personal data is collected by the Trust about an individual, then we must provide them with a privacy statement.   This must include what the information will be used for and how the information will be handled (for example if it going to be kept, how long for, and how the person’s confidentiality will be maintained).  For example, potential employees fill in a diversity monitoring form as part of the application process.  The form contains a statement that the information on the form will be treated as confidential and is used only for ‘anonymous statistical reporting’ to ‘assist the Kent Autistic Trust in seeking to be an Equal Opportunities Employer’.  The form also states that the form will be shredded after being processed.

A privacy notice should include:

· The identity and contact details of the controller and where applicable, the controller’s representative.

· Purpose of the processing and the lawful basis for the processing

· The legitimate interests of the controller or third party, where applicable

· Categories of personal data

· Any recipient or categories of recipients of the personal data

· Details of transfers to third country and safeguards

· Retention period or criteria used to determine the retention period

· The existence of each of data subject’s rights

· The right to withdraw consent at any time, where relevant

· The right to lodge a complaint with a supervisory authority

· The source the personal data originates from and whether it came from publicly accessible sources

· Whether the provision of personal data is part of a statutory or contractual requirement or obligation and possible consequences of failing to provide the personal data

· The existence of automated decision making, including profiling and information about how decisions are made, the significance and the consequences.

Impact assessments

We must conduct an impact assessment for data processing activities if:

· We use new technologies such as a new CCTV installation at one of our sites

· Our processing of personal data is likely to result in a high risk to the rights and freedoms of individuals.

Processing that is likely to result in a high risk includes (but is not limited to):

· Systematic and extensive processing activities, including profiling and where decisions that have legal effects – or similarly significant effects – on individuals.

· Large scale processing of special categories of data or personal data relation to criminal convictions or offences.
An impact assessment should include:

· A description of how the data is being processed, and why it is being processed (including the lawful basis for doing this)

· An assessment of the necessity and proportionality of the using the data, in relation to the purpose.

· An assessment of the risks to individuals.

· The measures in place to address risk, including security.

An impact assessment can include more than one project if necessary, for example if the Trust was introducing a new system across multiple sites, or 2 different types of technology.  

Consent
There are some circumstances where the Trust must gain consent to process someone’s data.  This would include gathering, using, storing, and sharing that data.  We wouldn’t need to gain consent for gathering an employee’s data as part of their employment with the Trust, as having the staff member’s data is essential to carrying out their contract of employment (we wouldn’t be able to employ or pay the staff member if we didn’t have their personal data).  Similarly we wouldn’t have to gain the consent of a person who has a service with us, as having access to their personal data is essential if we are to provide a service to them as part of our contract with them.   However, if we wanted to share or use an individual’s data in a different way, then we would need to gain their consent.  For example if we wanted to use a member of staff’s photograph in publicity material, then we would need to gain the staff member’s consent.  
Consent under the GDPR must be ‘a freely given, specific, informed and unambiguous indication of the individual’s wishes’. There must be some form of clear affirmative action – or in other words, a positive opt-in from the person.  Consent cannot be inferred from silence, pre-ticked boxes or inactivity.  Consent must also be separate from other terms and conditions, and we have to provide simple ways for people to withdraw consent.  We have to keep a record that the person has given consent for use of their data, and exactly what they have given consent to.   The details of exactly how we will be using the data have to be clearly included in the consent form.  For example if the data will be used for a variety of purposes, it would not be enough to ask the person to tick a box that they give their consent generally for their data to be used or shared with a third party.  We would have to be absolutely clear about how it is going to be used, and give the option to only give consent to the various options and be able to exclude others.  We must also include that the person has the right to contact us at any time to change their personal details, and withdraw their consent.  It must be accompanied by a privacy statement.  An example might include the following:

‘The Trust would like to ask for your permission to record your personal data for the following reasons.  Please tick the relevant box if you consent to your personal data being used in this way.  

Stored on our electronic membership data base so that we can contact you regarding 

· Trust training events and conferences

· The Trust annual art exhibition

· The Annual General Meeting

· Regarding your membership (for example if it is due for renewal or if any new benefits have been introduced to your membership)

· Other Trust events and news such as invitations to opening days for new developments.  

Please tick if you would like us to contact you by 

· Email

· Letter
· Telephone
Please contact us at any time on the number or email address below if you would like to change these preferences in any way so that we can update our records, including

· If you would like to withdraw your membership and no longer wish us to keep your details.
· If you would like to remain a member but you no longer wish us to contact you 
· If your personal details change

Please find a privacy statement below. If you have any questions about how your data will be used, please contact (name).
Some people who we support would not be able to give their consent for their personal data to be shared by the Trust.   One of the key issues that would need to be made clear to the person in a way that they would be able to understand (and give consent to) would be that any of their personal data shared in the name of Kent Autistic Trust and that identifies them in some way as having a service with the Trust, would in turn identify that they have autism, and this is their sensitive personal data.   Where someone is unable to give consent, then their personal data cannot be shared or used.  The only way it would be possible to use an image or other information in which they might appear would be to anonymise that information so that the person could not be identified in any way.  We would only be able to use someone’s personal data in a Trust publication or similar if we could guarantee that this information would not go anywhere outside of the Trust, would be kept, stored and disposed of securely, and would not be inadvertently shared in a way that would breach  their confidentially.  For example there is always a risk that an internal newsletter intended only for distribution to parents or other stakeholders such as care managers, might not be disposed of confidentially or might be left somewhere inadvertently where anyone could have access to it.   In terms of risk to the person of a breach of dignity and confidentially, this could considered to be the same as losing someone’s medical record in a public place. 
The right to rectification - keeping data up-to-date and accurate

It is a requirement of the GDPR that organisations ensure that any data is up-to-date and accurate.  Not only do we have a statutory obligation to carry this out, we also have a duty of care to maintain accurate records, as mistakes and inaccuracies can be very significant to individuals.  For example, if a staff member is recorded as having made a drug administration error which was later found to involve another staff member rather than them, the staff member would feel aggrieved if their record was not amended.  Inaccurate data can also have safety implications for the people supported by the Trust, for example if a misdiagnosis is made of a person’s condition, and this continues to be held as part of their record without either being removed or recorded as an error, then this could have implications for their safety.  Errors and inaccuracies can also damage the Trust’s reputation, and undermine people’s confidence in the Trust.   
If someone informs us of a change to their personal details then we must change their records within a month.  If this is very complicated and involves multiple records then it can be extended to 2 months.  If we are unable to keep to this, then we must inform the person, explain why, and let them know that they have the right to complain to the ICO.
· Any managers or staff throughout the Trust who have the primary responsibility for records as part of their role must make sure that personal data is updated as soon they are made aware of any changes. This includes all paper and electronic records.   

· It is therefore very important to limit the amount of copies of a record, as all copies would need to be updated to reflect any changes to the person’s information. 

· Whenever we are made aware of a change to someone’s personal details we must make sure that any personal data that has been have shared with a third party is updated if there are any changes (for example if a staff member’s details change then we must inform the pension provider, if a family member’s details change for someone we support then we must inform the care manager).
If there are any problems or queries about updating someone’s records, then staff must discuss this as soon as possible with the Business Development Manager.

The right to erasure of data

The right to erasure is also known as ‘the right to be forgotten’. The broad principle underpinning this right is to enable an individual to request the deletion or removal of personal data when there is no compelling reason for its continued processing.

The right to erasure does not provide an absolute ‘right to be forgotten’. Individuals have a right to have personal data erased and to prevent processing in specific circumstances:
· Where the personal data is no longer necessary in relation to the purpose for which it was originally collected/processed.

· When the individual withdraws consent.

· When the individual objects to the processing and there is no overriding legitimate interest for continuing the processing.

· The personal data was unlawfully processed (i.e. otherwise in breach of the GDPR).

· The personal data has to be erased in order to comply with a legal obligation.

· The personal data is processed in relation to the offer of information society services to a child.

Under the Data Protection Act, the right to erasure is limited to processing that causes unwarranted and substantial damage or distress. Under the GDPR, people have increased rights in terms of requests to have their data erased, and if the processing does cause damage or distress, this is likely to make the case for erasure stronger.

There are some specific circumstances where the right to erasure does not apply and companies can refuse to deal with a request, such as if the information is needed:

· in order to comply with a legal obligation

· In order to defend a legal claim
For example, if an ex-employee contacted the Trust asking for erasure of their data, we could refuse if we were obliged to retain that information about them in order to comply with the terms and conditions of our insurance (which we have a legal requirement to have), or to be able to potentially defend a future legal claim, or with HMRC requirements for retaining financial records.

If we do have a request for the erasure of someone’s data and it is necessary to comply, if we have disclosed the personal data to any third parties, then we must inform those third parties about the erasure of the personal data, unless it is impossible or involves disproportionate effort to do so.
The right to restrict processing.

Under the Data Protection Act, individuals have a right to ‘block’ or suppress processing of personal data. The restriction of processing under the GDPR is similar.

When processing is restricted, companies are permitted to store the personal data, but not further process it.  Companies can retain just enough information about the individual to ensure that the restriction is respected in future

The Trust will be required to restrict the processing of personal data in the following circumstances:

· Where an individual contests the accuracy of the personal data, companies should restrict the processing until they have verified the accuracy of the personal data.

· Where an individual has objected to the processing (where it was necessary for the performance of a public interest task or purpose of legitimate interests), and companies are considering whether the organisation’s legitimate grounds override those of the individual.

· When processing is unlawful and the individual opposes erasure and requests restriction instead.

· If companies no longer need the personal data but the individual requires the data to establish, exercise or defend a legal claim.

If the Trust has disclosed the personal data in question to third parties, we must inform them about the restriction on the processing of the personal data, unless it is impossible or involves disproportionate effort to do so.

The Trust must inform individuals if we have honoured a request to restrict processing and then decide to lift the restriction, for example when we have addressed any inaccuracies.

The right to data portability

The right to data portability allows individuals to obtain and reuse their personal data for their own purposes across different services.

It allows them to move, copy or transfer personal data easily from one IT environment to another in a safe and secure way, without hindrance to usability.

Some organisations in the UK already offer data portability through the ‘Midata’ and similar initiatives which allow individuals to view, access and use their personal consumption and transaction data in a way that is portable and safe. It enables consumers to take advantage of applications and services which can use this data to find them a better deal, or help them understand their spending habits.

The right to data portability only applies:

· to personal data an individual has provided to a controller;

· where the processing is based on the individual’s consent or for the performance of a contract; and

· When processing is carried out by automated means.

Companies must provide the personal data in a structured, commonly used and machine readable form. Open formats include CSV files. Machine readable means that the information is structured so that software can extract specific elements of the data. This enables other organisations to use the data.

· The information must be provided free of charge.
· If the individual requests it, companies may be required to transmit the data directly to another organisation if this is technically feasible. However, companies are not required to adopt or maintain processing systems that are technically compatible with other organisations.

· If the personal data concerns more than one individual, companies must consider whether providing the information would prejudice the rights of any other individual.

· Companies must respond without undue delay, and within one month.

· This can be extended by two months where the request is complex or companies receive a number of requests. Companies must inform the individual within one month of the receipt of the request and explain why the extension is necessary.

· Where companies are not taking action in response to a request, companies must explain why to the individual, informing them of their right to complain to the ICO without undue delay and at the latest within one month.

The right to object
Individuals have the right to object to:

· processing based on legitimate interests or the performance of a task in the public interest/exercise of official authority (including profiling);

· direct marketing (including profiling); and

· Processing for purposes of scientific/historical research and statistics.
Companies must inform individuals of their right to object ‘at the point of first communication’ and in the organisation’s privacy notice.

This must be ‘explicitly brought to the attention of the data subject and shall be presented clearly and separately from any other information'.

If companies process personal data for the performance of a legal task or the organisation’s legitimate interests, then individuals must have an objection on ‘grounds relating to his or her particular situation”.

Companies must stop processing the personal data unless:

· companies can demonstrate compelling legitimate grounds for the processing, which override the interests, rights and freedoms of the individual; or

· The processing is for the establishment, exercise or defence of legal claims.

If companies process personal data for direct marketing purposes:
· Companies must stop processing personal data for direct marketing purposes as soon as companies receive an objection. There are no exemptions or grounds to refuse.

· Companies must deal with an objection to processing for direct marketing at any time and free of charge.

Profiling 
The GDPR defines profiling as any form of automated processing intended to evaluate certain personal aspects of an individual, in particular to analyse or predict their:

· performance at work;

· economic situation;

· health;

· personal preferences;

· reliability;

· behaviour;

· location; or

· Movements.

When processing personal data for profiling purposes, companies must ensure that appropriate safeguards are in place.

Companies must:

· Ensure processing is fair and transparent by providing meaningful information about the logic involved, as well as the significance and the envisaged consequences.

· Use appropriate mathematical or statistical procedures for the profiling.

· Implement appropriate technical and organisational measures to enable inaccuracies to be corrected and minimise the risk of errors.

· Secure personal data in a way that is proportionate to the risk to the interests and rights of the individual and prevents discriminatory effects.

Automated decisions must not:

· concern a child; or

· be based on the processing of special categories of data unless:

· companies have the explicit consent of the individual; or

· the processing is necessary for reasons of substantial public interest on the basis of EU / Member State law. This must be proportionate to the aim pursued, respect the essence of the right to data protection and provide suitable and specific measures to safeguard fundamental rights and the interests of the individual.
The right to access.
Individuals have a right under the GDPR to ask an organisation if they are processing their personal data, and have access to that personal data.  
· An individual can make a ‘Subject Access Request’ (SAR) and can ask if their personal information is being processed, and can ask for copies of certain types of information.  
· An individual can also ask why and where their information is processed, what exactly is being processed, how long for, and who it is shared with.  

· Companies have to provide information ‘without delay’ and at the latest within one month of receiving the request.  
· If the request is complex, then this can be extended to two months, however the person must be informed within a month and the company must explain why the extension is necessary. 
· The Trust can refuse to respond but they must explain why and inform the person of their right to complain to the ICO, and must do this ‘without delay’ and at the latest within a month.  The Trust would not automatically have to provide any personal data held by a person – for example if the information also contained other people’s personal details/information or ways of identifying other people then it would be necessary to seek their permission or ensure that these details are removed.  In most circumstances it would not be possible to respond to a subject access request if, by disclosing that information, another individual could be identified from the information and they did not give their consent.  Information about a person’s health might need the permission of any health professionals involved before it is disclosed as part of a Subject Access Request.   
· If an individual made a request for their information as a Subject Access Request, then that person would need to make the request in writing (this can be email or fax, does not need to state that it is a SAR specifically), and provide ‘reasonable’ evidence of their identity.  Before having to respond to the request, the person can be asked for information to help gather the data.  For example the person might have their personal data contained in one form or another in a huge amount of records, databases, and emails, most of which would not be relevant to what the person wants the information for. It would be reasonable therefore to ask the person to define the purpose of the request and the type of information that they want.  
· If the request is excessive, repetitive or reasonably considered to be unfounded, then organisations can charge a ‘reasonable fee’ that reflects any administration costs.  
Disclosure for Criminal/Legal Proceedings or Regulatory Activities, or in the ‘best interests’ of that person.
Some forms of disclosure are exempt from Data Protection legislation in terms of obtaining the person’s consent.  For example, if data is needed as part of a criminal investigation then the person or organisation holding it can legally disclose it whether the person it concerns gives their consent or not.  If the police needed someone’s address in order to find the person in connection with a criminal investigation, it might prejudice the investigation if the address was not given to the police, and also if consent was gained from the person (the person might then have the opportunity to destroy evidence or abscond).  The decision to disclose the information would still need to be justified if it was challenged by the ICO or a court, and so if in doubt seek the advice of the Business Development Manager.  
There might be circumstances where it would be necessary to disclose personal data if it would be in the person’s best interests.  For example in medical emergencies or if someone’s safety was threatened – for example if a staff member did not arrive at work and their line manager felt compelled to call the police as they were worried for the staff member’s wellbeing, and needed to give them the person’s details. 
There are circumstances where disclosure of personal data has to be made by law, whether the individual consents or not.  For example employers are required by law to provide details of employee’s pay to HMRC, and would be required by law to provide information to a court under a court order.
Breach register and breach notification

The Trust has an obligation to notify the ICO if there has a been a data breach where this breach could result in a risk to the rights and freedoms of people, for example if not addressed this breach could result in discrimination, damage to reputation, financial loss, loss of confidentiality, or otherwise put the person at ‘economic or social disadvantage’.   If we don’t do this, the Trust could be fined heavily by the ICO.

If the breach is likely to result in a high risk to the rights and freedoms of individuals, the Trust must notify the person directly.  The Trust must also inform the ICO within 72 hours and include the following information:

· The categories and approximate number of individuals concerned; and

· The categories and approximate number of personal data records concerned;

· A description of the likely consequences of the personal data breach; and

· A description of the measures taken, or proposed to be taken, to deal with the personal data breach and, where appropriate, of the measures taken to mitigate any possible adverse effects.

The Trust must keep a ‘breach register’ for any kind of data breach, however large or small.  A minor breach could include:

· A Trust member of staff sending an internal email but sending it to wrong colleague by mistake

· Leaving someone’s documents by mistake at a different Trust establishment to where the person is usually supported.  

· Leaving a mobile phone or laptop unattended in a locked car (this would be a more significant breach if the car was then broken into or stolen).

· A document containing someone’s personal data was destroyed by mistake (for example if an electronic record was deleted but could be recovered)

It is important that we are transparent about any kind of potential data breach and keep a register of even low risk breaches.  If there was ever more serious data breach needing investigation by the ICO, then we would need to demonstrate that we have good processes in place to maintain security and to identify and address any potentially risky practice.   If we didn’t have these processes in place, we could be subject to heavy fines by the ICO.

If you are at all unsure about whether something would be considered a potential data breach, then contact the Business Development Manager (or the Regional Manager or Head of Care in their absence) for advice.   

Process for breach notification within the Trust

If there is any kind of data breach, including minor breaches such as the examples described above, staff must email the business development manager as soon as possible.  For serious data breaches, the business development manager (or the Head of Care or CEO in their absence) will need to notify the ICO within 72 hours and so it is vital that the details of the breach are sent by email as quickly as possible so that this can be done. 

Losing personal data, or unauthorised access to personal data.
If any personal data is lost or stolen, or if there is unauthorised access to or use of the data (particularly if the data is used for a reason for which the Trust is not registered for with the ICO), it must be responded to in the appropriate way.  
· The first step would be to inform your line manager and the Business Development Manager immediately.  
· Depending on the situation, this might need to be reported to the ICO and we would have 72 hours in which to do so.  
· The next step recommended by the ICO would be to try to recover the data, assess the risk of the loss or unauthorised use, and take steps to limit any impact.  
· The security measures in place to protect that personal data must be reviewed and updated.  
· The individuals concerned must be informed if the data breach is likely to result in a significant risk to their rights and freedoms.  
· Unauthorised use of personal data by a member of staff is a disciplinary matter, and it would be necessary to investigate and act on security breaches in relation to the relevant HR policy.
Complaints about the Use of Personal Data

Anyone wishing to make a complaint about how their personal data is being handled should be supported to do so in accordance with the Trust compliments and complaints policy, and we must also inform the person that they can make a complaint direct to the ICO.  The Trust should also deal with the complaint in accordance with the Data Protection Act to check that data is being handled appropriately and if any changes might be necessary following the complaint. For example it might be necessary to review security processes or correct, delete or destroy certain information about an individual, following the guidance in this policy and on the ICO website.  
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